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Traditionally, the design of network protection strategies is based on the answers of a protector and an
adversary to the question “How?”: how should the protector allocate its protection resources, and how
should the adversary allocate its attacking resources? This paper considers a more sophisticated adver-
sary, who, planning its malicious activities, considers two questions: “What for?” and “How?".
Namely, what is the motivation for the attack? and how to attack based on the chosen motivation? To
study this problem, a simple game-theoretic network protection model is considered, in which the adver-

Keywords: . sary decides whether to intrude on the network to inflict maximal damage or to perform a reconnais-
Network protection .. . . . . . . . . .
Equilibrium sance mission, and based on this decision an intrusion strategy is designed. The solution to this game

shows that such an adversary may try a feint to draw the protector’s efforts away from the nodes that
the adversary intends to attack. Taking into account this feature of the adversary’s behavior allows
improvements in the reliability of a protection strategy.
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1. Introduction

Computer networks have come to serve a critical societal role,
but this has created a new type of terrorism, namely, cyber-
terrorism. So many critical activities, such as commerce, finance,
energy, education and health care are online, that gaining control
of or disrupting such online systems, by Rainie, Anderson, and
Connolly (2014), can sow panic, cause damage or even lead to loss
of life. For example, by Magnuson (2014), cyber-attacks on electric
utilities can be devastating, since “taking down an electric grid,
especially one that serves a major city, could do real damage to
the economy and may indirectly cost lives”. Testifying to the House
of Representatives Intelligence Committee on cyber threats, Admi-
ral Rogers (see, Zengerle, 2014) said that a few countries have the
ability to invade and possibly shut down computer systems of U.S.
power utilities, aviation networks and financial companies, and
these capabilities can be used by nation-states, groups or individ-
uals to take down these critical activities. Cyber threats are only
one of the challenges homeland security has to meet. Despite
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trillion-dollars investments (see, Mueller & Stewart, 2011), the
resources are still inadequate to respond to an increasing number
of old and new threats as adversaries (criminals or terrorists) cre-
ate new non-trivial methods of attack. For this reason, the National
Research Council (see, NRC, 2008) has emphasized the importance
of modeling terrorists as intelligent adversaries, and has proposed
three possible techniques to assess the impact of an intelligent
adversary, one of which is game-theoretic modeling. The problem
of security involves many different aspects, see, for example, a
recent review of Hausken and Levitin (2012), where 129 published
research papers on different aspects of security were classified
according to the system structure, defense measures, attack tactics
and circumstances involved.

Numerous researchers have used game theory to study
resource-allocation decisions for network protection, see for exam-
ple, Manshaei, Zhu, Alpcan, Basar, and Hubaux (2013), Guikema
(2009) and Baykal-Gursoy, Duan, Poor, and Garnaev (2014) that
provide references of research contributions that analyze and solve
security problems in networks via game-theoretic approaches. In
these works, the main setting is one in which the protector and
the adversary seek answers to the same question, “How?” Namely,
how to best allocate protection resources? how to best allocate
attacking resources? In this paper we examine network protection
from a different point of view, and, consider a more sophisticated
adversary, who plans an attack or an intrusion by asking two ques-
tions: “What for?” and “How?”. Namely, what is the motivation for
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intruding on the network? and how to intrude based on the chosen
motivation? Of course, answers to these questions might lead to
completely different adversarial behavior, than answering only
the question “How?”

Admiral Rogers (see, Zengerle, 2014), in his testimony, pointed
out that in addition to some countries already having the ability to
shut down valuable U.S. computer systems, some digital attackers
have also been able to penetrate such systems and perform “recon-
naissance” missions to determine how the networks are put
together. Such adversaries, planning their intrusions, had to
answer the question: What is the purpose of the intrusion: to shut
down the system or to perform “reconnaissance”?, and then to act
according to the answer.

As an example of other purposes for intrusion, see Levitin,
Hausken, Taboada, and Coit (2012), where a problem to store infor-
mation securely if an adversary may steal or destroy the informa-
tion was considered. Non-dominated solutions to this information
security problem were found based on a multiple objective genetic
algorithm.

To gain insight into this type of situation, we suggest a simple
game, in which an adversary can intrude on a network to corrupt
its nodes, and design its intrusion plan based on the chosen moti-
vation. We consider two basic motivations: (a) to inflict maximal
damage, and (b) to perform reconnaissance. Note that, in
Garnaev, Baykal-Gursoy, and Poor (2014), it was shown, that a pro-
tection strategy may depend essentially on the type of attack, and
incorporating a priori knowledge of the attack’s type, which is fixed
but unknown to the protector, increases defense efficiency. In this
paper, we extend this approach by allowing the adversary to be
more sophisticated and skillful in designing the intrusion, namely,
allowing the adversary to choose consciously its motivation for
intrusion, and to optimize its intrusion accordingly. This allows
us to incorporate a human factor into the adversary’s strategy.

The main contributions of this paper are the following:

(a) Developing a game-theoretic resource allocation model for
inflicting a maximal damage attack on a network and for
an intrusion attack into network to perform a reconnais-
sance mission.

(b) Incorporating a human factor into the adversary’s behavior
allowing him to choose consciously one of the types of
attack.

(c) Showing the difference in the principles that the intrusion
strategy and the detection strategy have to be based on in
order to be optimal. Namely, the intrusion strategy has to
be based on a tactical decision making approach allowing
sudden switching between strategies. Meanwhile, the pro-
tection strategy has to be based on a strategic decision mak-
ing approach incorporating the possibility of such tactical
adversary’s decision making by a proper allocation of protec-
tion resources in advance.

The organization of this paper is as follows: in Section 2 and its
four subsections, we first model two types of attack on a network
by means of resource allocation games. In both games the type of
attack is fixed, and known to the rivals. In Section 3 and its two
subsections, we extend the model to allow for a sophisticated
adversary to choose the type (motivation) of intrusion. In Section 4,
discussions and conclusions are offered. In the appendix, the proofs
of the obtained results are supplied.

2. Two types of attack
In this section and its four subsections, we describe two game-

theoretic models describing two types of attack on a network: to
inflict maximal damage and to perform a reconnaissance mission.

2.1. Strategies

The game is played on a network. Here we have in mind a com-
puter or communication network consisting of N nodes. It is an
abstract network composed of communication links and nodes
that may contain data that need to be protected. As such, the net-
work does not correspond to any specific topology. In the network
two agents (players, rivals) are present. An agent who wants to
minimize the effects of an attack is called the protector (say, it
can be an intrusion detection system (IDS)). An agent who wants
to intrude the network is called the adversary. We assume that
each game is played in one time slot with a total duration Y, during
which the intrusion has to be detected. If it is not detected, it could
yield some serious consequences, say, loss of valuable data, or loss
in the network’s security due to successful “reconnaissance”. Dur-
ing the time slot the adversary might intrude a single node, i.e., an
adversary’s strategy is a vector X = (xi,...,Xy), where x; is the
probability that the adversary intrudes node i, and Zﬁi X =1
The protector has a more sophisticated strategy, namely, during
the time slot, the protector can switch from one node to another
to scan. Thus, its strategy corresponds to the amount of time it
has to spend scanning each selected node, i.e., a protector’s strat-
egy is a vector y = (¥4,...,Yy), Where y; is the scanning time of

node i, and 3V ,y, = Y.
2.2. Value of node and detection probability

Each node of the network is characterized by a value C; (say, the
amount of stored valuable data). We assume that the damage to
node i equals to the value of the stolen data, and that all data
stored in the corrupted node can be stolen, if the scanning failed.
We consider only the direct cost of an attack including data loss,
or financial losses caused. In addition to the direct cost, as sug-
gested by Kumar and Liu (2014), indirect losses might arise, and
they could be significantly higher than direct losses, since a suc-
cessful attack could impact negatively on consumer behavior and
investor confidence.

For simplicity we assume that the probability of not detecting
the adversary depends exponentially on the scanning time,
namely, it is exp(—4;y;), if node i is corrupted, with 4; as a scanning
characteristic of node i. Thus, detection probability is
1 —exp(—4y;). See, also Stone (2007), lida, Hohzaki, and Sato
(1994), Sakaguchi (1973), Lewis (2009), Baston and Garnaev
(2000), Garnaev and Trappe (2014), as examples of using exponen-
tial dependence in network protection games.

2.3. Game with the maximal damage attack

In this section, we consider the scenario in which the
adversary intrudes on the network to inflict maximal damage.
The payoff to the adversary is the total expected damage
this can cause, ie, 2(x,y)= >N, Cx;exp(—24y;). The payoff
to the protector is ¢3(x,y)=—v2(x,y). Thus, this is a
zero-sum game (see, Fudenberg & Tirole, 1991). We assume
that the rivals know the nodes’ values C;, the scanning char-
acteristics /; for every node i, and the duration of the time
slot Y. Recall that (x,,y.) is an equilibrium (saddle point)
of such a game if and only if 28(x,y,) < 28(x.,y.) < V2(x..¥)
for any (x,y).

For the sake of simplicity, we assume that all nodes have differ-
ent values, i.e., C; # Cj for i # j, and without loss of generality, we
can assume that the nodes are arranged by their values in decreas-
ing order

Ci>C>--->Cy. (1)
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Theorem 1. The value of the game with a maximal damage attack is
given as follows:

. S (In(G)) /) — )

72 = exp ( , 2
§ S (1/7) ?

where kp € [1,N] is such that

Py <Y <Py 1, 3)

with {¢;} is strictly increasing on i such that

@ =Y (In(G;/Cy)/%), i€[1,N], (4)
j=1

and @y, = .
The adversary has a unique strategy given as follows:

kp
1/ Y+ In(G;/C)) i<k
— 7 ) X KD,
y=1 S ( ; j (5)
0, i>kp+1.

If 78 +# €% then the protector has a unique equilibrium strategy
given by
1/7 :
=, i<k,
X = Sham) (6)
0, i>kp+1.

If 78 = €% then the protector has a continuum of equilibrium
strategies given by

[0) :
ﬁ i<kp—1,
D kp-1
R={1_ 231 ik, 7)
kp < i
Jj=1
0, i = kD + 1,

for any Ci, /5712, (1/44) < @ < Ciy /527 (1/20).
Of course, all of these equlllbrlum strategies are equivalent, since
they all return the same payoff.

2.4. Game with a reconnaissance mission

In this scenario, the adversary wants to invade the network
for reconnaissance purposes. Here we assume that the purpose of
the reconnaissance mission for the adversary should be to
check the possibility of safe infiltration into the network. Thus,
his payoff is proportional to the probability of being undetected.
A proportionality coefficient C can be considered as the value of
the reconnaissance mission. So, the payoff to the adversary is
VR(x,y) = CY N x;exp(—4y;). The protector wants to minimize
the adversary’s payoff. Hence, its payoff is 8(x,y) = —18(x,y),
and this is again a zero-sum game. We assume that the rivals know
the value of reconnaissance mission C, scanning characteristics 4;
and time slot duration Y.

Theorem 2. The value of the game with a reconnaissance mission is
R =Cexp (—Y/Z]-N:1 (1/).j)>, and it has a unique saddle point

(xR y*), where

N
Z/l/ﬂj
=

Thus, in the reconnaissance intrusion all nodes always might be under
attack, and so, all of them have to be under protection.

P = ¥/> (/) for i € [1,N].
j=1

3. The adversary can select attack’s type

Next, we extend the above discussed games for more sophisti-
cated adversary who can choose the type (motivation) of intrusion,
and attack accordingly.

3.1. Game with predesigned strategies

In this section, we assume that each of the rivals have two pre-
designed strategies for effort allocation. Namely, the adversary has
two equilibrium strategies for intrusion (x° and x*) motivated by
the two basic games depending on what type of intrusion he
intends to apply to. Thus, applying intrusion strategy X° means
that the adversary performs maximal damage intrusion, and X%
means reconnaissance intrusion. The protector also has two strate-
gies of scanning to respond (y° and y*). Applying scanning efforts
yP means that the protector expects maximal damage intrusion,
and y® means that it expects reconnaissance intrusion. Thus, here
we assume that the maximal damage strategy and reconnaissance
strategy are mutually exclusive, and thus cannot be used simulta-
neously. Which of these predesigned strategies should be chosen if
each of the rivals does not know the choice of the other? To answer
this question we consider the following zero-sum 2 x 2 matrix
game, in which rows correspond to the adversary’s strategies and
columns to the protector’s strategies:

¥° ¥
x° (vﬁ?(??”,?”) Vﬁ(*”»i’“)) 8)
@ y0) fE ¥/
Let y=(y,1—7) and 6= (6,1 —6) be mixed strategies for the

adversary and the protector, respectively, i.e. the adversary employs
pure strategies X° and x¥* with probabilities y and 1 — y, and the pro-
tector employs pure strategies y° and y® with probabilities § and
1 — 6. Then, the expected payoff to the adversary is given by

v(y,8) := v3po + va (8. ¥%)y(1 Y01 =)o
+ (1 —p)(1-9).

—8) + R (&R

We are looking for equilibrium strategies, i.e., for such (y,,d.)
that for any (y,) the following inequalities hold: w(y,é )<
v(y.,0.) < v(7,0.).

Let us introduce the following auxiliary notations:

N
ag = 772, ayy = = exXp ( Z(l//“])>7
=1

f

PP (J/) N )
-Y 1/7) |,

Z /%) P( ;(/1)

PP

- VRERYP) (0P (45G)) 3N 1 (1/2)

C Y (1/%)

where a; does not depend on C. Using this notation the matrix game
has the following form:

ap == V(X" y°) =

»woo¥r
xP <a11 a2 ) 9
X' \Cay; Can

Since 2%(x,y) and 2} (,y) are strictly convex in y, and (x°,y°) and
(xR y®) are saddle points of the corresponding games we have that

a1 < dag and dpy < d1. (10)

By (10), ay1/a21 < @12/a22. Thus, the inequalities a;; > Cay; and
Cay, > ap; cannot hold simultaneously for any enough small open
interval of C. Thus, the following theorem holds.
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Theorem 3. The considered game has a unique equilibrium if
C ¢ {an/azx1,a12/a22}.

() If a1a/ax < C then (xR y®) is the unique equilibrium in pure
strategies.

(b) If C < ay1/ay then (X°,yP) is the unique equilibrium in pure
strategies.

(c) Ifay1/ax1 < C < ayz/ax, then (y,6) := (y(C), 6(C)) is the unique
equilibrium in mixed strategies, and v := v(C) is the value of
the game given as follows:

C(az — ax)
v(C) =
1O C(az1 — Gx2) + 12 — ay1’
. ap; — Cayp,
o(C) = , 11
© C(az —ax) +a;; —an (an
v(C) = C(ax1ax1 — a11022)

Can — axn) + a2 — a1

If C = a11/ax1 then two equilibria given by (b) and (c) arise. If
C = ay2/ay; then two equilibria given by (a) and (c) arise.

The pure equilibrium is (%%, y*) for large C, and it is (x°,yP) for
small C. Meanwhile for intermediate C the adversary tries to defeat
the protector by diverting its scanning effort from more to less
dangerous intrusion. Note that y(C)=1 for C1aj1/ax, and
7(C) :m< 1 for C | ay1/a;. Thus, the probability of
using maximal damage intrusion drops down at C = ay1/dz;. This
forces the protector to pay more attention to the possibility of
reconnaissance intrusion, which was negligible before, and so the
probability of using scanning efforts versus such intrusion mono-
tonically increases with increasing C. Common sense may predict
the increasing preference of the adversary for a reconnaissance
intrusion. However, as it is shown, the adversary, instead, again
increases preference for the maximal damage intrusion, while
the protector keeps on increasing its expectation of reconnaissance
intrusion. Finally, when the reconnaissance intrusion becomes
unbeatably valuable, the adversary again switches to using only
this intrusion. In spite of these jumps in the adversary’s policy,
the value of the game continuously increases in C (Fig. 1).

3.2. Game with flexible resource allocation response

In this section we describe a bi-level decision making scheme of
the adversary with flexible resource allocation responses. Note
that, bi-level decision making schemes are widely used in network
security problems. See, for example, Konak, Kulturel-Konak, and

)
£ 2.5,
[
oo
)
S 2
o
)
=
= 1.5 ==y
> ..
0:; 11 m— V/z2lue of the game
£ L —
'
= 0.5 * .
= .
L]
E 0 : : .'-L .
=] 1 2 3 4 5
C

Fig. 1. Probabilities 7,5, and the value of the game v as functions on C for
a;p =1.5,a1, =2,a; =1,a;5 =0.5.

Snyder (2015) for the reliable server assignment problem under
attacks, and Tambe, Jiang, An, and Jain (2012) for infrastructure
security problems.

In the first step, the probability 7 of intrusion to maximize dam-
age is fixed and known to both rivals. A strategy of the adversary is
(xP, &%), where x° and xR are strategies for intrusion to maximize
damage and to perform reconnaissance. The payoff to the adver-
sary is ua((x°,&R),y) = yR(*°,¥) + (1 — )R (aR,y). In this step
the rivals choose the strategies (x°(y), % (y)) and y(y) as an equilib-
rium to the zero-sum game with payoff to the adversary »,. Since,
all the equilibrium strategies in a zero-sum game are equivalent to
each other (they return the same payoffs), we will not focus spe-
cially on the problem of uniqueness of the equilibrium in the first
step. Note that, the game, played in the first step for a fixed 7, is
Bayesian. Bayesian games have been widely employed in dealing
with different problems in networks, for example, Liu,
Comaniciu, and Mani (2006), Agah, Das, Basu, and Asadi (2007)
for intrusion detection, Garnaev and Trappe (2015) for spectrum
coexistence, Garnaev, Trappe, and Kung (2012), Garnaev, Trappe,
and Kung (2013) for scanning bandwidth, Li and Wu (2008) for
malicious activity in mobile ad hoc networks, and Ren, Mo, and
Shi (2014) for Denial of Service (DoS) attacks.

In the second step, the adversary finds y to maximize his payoff,
ie., y = arg, max v4((x°(),¥%(7)),. (7))

To formulate the main result (Theorem 4) we first formulate
two auxiliary lemmas, where also auxiliary notation is introduced.

Lemma 1. The inequality

@)
Va1 < T=ycC (12)

is equivalent to

7= (13)
where ), € (0,1) is the unique root of the equation
o) _
m = VYips1 (14)
with
) > (In(yG)/ %) ~ Y)
7P (y) = exp ( ! : 15
" S (1/2) )
and
S (1/%)
Y ==——— for me[1,N], 16
im(1/%) N 1o

with ¥y =0, YN = oo

Lemma 2. Let

()
Vi1 > A=ycC (17)

Then

(a) There exists a unique integer t, € [1,N] such that either

yCe,
Y, < m <Y (18)
or
YCe, 41 G,
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(b) Also,
=kp, if (19) holds,
t, 20
{ <ko, if (18) holds. (20)

(c) In particular, if (17) holds then t, < kp.
(d) If t, = kp then

Vo<V <Vis (21)

where

y_ = Cl/’kDH and %r Cl/’knﬂ (22)

- Cy 1+ Crpin ’

Using these auxiliary lemmas and notation we can formulate
the main result of this section.

Theorem 4. In the first step, for a fixed y the game with flexible
resource allocation responses has an equilibrium ((x° (), ¥%(1)),y(})),
and the value v,(y) are given in the following three cases.

(a) For y =1 the equilibrium strategies and the value of the
game are ((x°(7),¥%(7)),¥(7)) = ((°,*%).y") and va(y) = 73,
where x® is any probability vector and x°,y° and 72 are
given by Theorem 1.

(b) For y =0 the equilibrium strategies and the value of the
game are ((x°(7),x%(1)),¥(y)) = ((*°,%%),5%) and v4(y) = 7},
where &P is any probability vector and %, y* and 7% are given
by Theorem 2.

(c) For y € (0,1) the equilibrium strategies and the value of the
game are specified by three subcases (¢;)—(cy;).

(¢;) Let

V=V (23)

Then the equilibrium strategies and the value of the game are
given as follows:

X)) =%, N
3 o i< kp,

Xi V) = # : 25
) Z;l:knn(]/]'l)? i> kp, o5
y) =y, .

and
va(y) = °(7) + (1 -)C. o

(cyi) Let
y<y.andy ¢ (y_,7,). "

Then, t, < kp. The equilibrium strategies and the value of the
game are given as follows

Zjil(]/j'l) ( + h"C[',‘ ’ < VAl
ty—1 R
X)) = 1- (] + (1—y)c> M . 29)
}‘Cf;- Z);] (1/)7) ) Vs
> i>t,,
0, vt
N 7
oy | 1- (1402 2y
X (V) = =) S a7 . 0
e VG,
ZN Vi <1 (]J/)C)’ i> t/
i

.
Y+3 7 (1/4)In(Ci/C;) i
Lo UNG/G)
o7 !
Yily) = (31)
Y7 (1) InCy /) ist
2121(1/’5) ’ 4

and

oy, ) _y

va(y) = (1 =7y)C+7yC,) exp (W) : (32)
(cin) Let

V<7y.andye(y.,7.) (33)

Then, t, = kp. The equilibrium strategies and the value of the
game are given as follows:

Vi<t
T 1/ X by
W0(y) = { 2 (34)
0, i>t,

7

0, i<t,,

VAl

(35)

1/

X0 =9 _
Dty (1/4)
N
Gy, (1/%)
L (292 W)
w7 (/) !
i) =

N
1-9)C) . (1/4) )
% In (N# , 1> t%
' oA e (/)
N

S (1/im)
m=1
.1 ( 5 ) \ (7 | ) (37)
Vo1 4
E;r;j:]/'»m Z].N:[“Jrl Zm/;f‘,' +14m v
<e E]_’ilrl/aj)

1
In the second step, the adversary selects a y to maximize its payoff,
i.e, y* = argmax, va(y).

t>t,

va(y) =
X

In particular, the theorem shows that the adversary’s equilib-
rium strategy has node sharing structure, i.e., some nodes are iden-
tified with a maximal damage attack while some nodes are
identified with a reconnaissance mission with overlapping inten-
tion of at most one node. Fig. 2 illustrates the dependence of sub-
cases ¢, ¢; and cj; on ) for the first step of the decision making
scheme of the adversary.

If 7 is large, namely, y > 7,, then the adversary’s strategies do
not depend on 7, and he applies the same strategy as if there were
no reconnaissance threat at all.

If y € (y_,y,) then the adversary’s equilibrium strategies do not
overlap. The switching node as well as the adversary’s strategies do
not depend on y; meanwhile the protector’s strategy depends on y
continuously.

- C... o :
" " " 7

B A
L] L]
a 7, 1

Q
IN{ e

Fig. 2. Dependence of subcases c;, ¢; and cj;; on ).



A. Garnaev et al./ Computers & Industrial Engineering 90 (2015) 352-360 357

Fig. 3. Equilibrium probability 7 for the scenario with flexible resource allocation
strategies.

3 | == == Predisigned strategies /
e= == Flexiable strategies //
/

2.5 4
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=
s 4
L /7

s
~/
</
1.5 1 Ve /
/
P——

—_
N~
w
£~
i
(=)
~3

Fig. 4. The value of the game with flexible and predesigned resource allocation
strategies for Y = 7.

If y¢(y_,7,),y<7, then the adversary’s equilibrium
strategies share a node depending on ), and the adversary’s
equilibrium strategies are continuous in 7; meanwhile the
protector’s strategy is a piecewise constant function of y. It is inter-
esting that this version of the game with flexible effort allocation
also retains the phenomenon of possible cheating, combining it
with straightforward behavior, which allows for an increase in
the payoff to the adversary. Figs. 3 and 4 illustrate this phe-
nomenon for N=9 nodes, and C=(7,6,5,4,3,1,0.7,0.5,0.2),
2 =(1,0.9,0.8,0.7,0.6,0.5,0.4,0.3,0.2).

4. Conclusions

In this paper we have considered the incorporation in a network
protection strategy of an adversary who as a decision-maker can
choose the motivation of an attack: either to inflict maximal dam-
age or to perform reconnaissance. This turns the adversary into a
maxmaxmin decision-maker. This approach allows us to incorpo-
rate into the protection strategy the possibility that the adversary
may try to deceive the protector, and also to observe an essential
difference in designing the intrusion strategy by the adversary
and the protection strategy by the protector. Figs. 1 and 3 illustrate
that the adversary might make a sudden decision on the intrusion
strategy he is going to apply, which is reflected by piece-wise con-
tinuous structure of the optimal probability of choosing the

attack’s type. Also, allowing flexible resource allocation strategies
instead of predesigned ones yields an increasing number of such
sudden decisions. In other words, the adversary’s strategy might
be sensitive to the network’s parameters. Thus, the adversary
might be inclined to make tactical decisions in attack’s planning
assuming sudden switches between attack types. Fig. 4 illustrates
that for small or large value of the reconnaissance intrusion the
selection of the attack’s type is robust, while for intermediate such
values the attack’s type is not predetermined, and its selection is
performed by a random mechanism. To meet with this uncertainty
the protector has, in advance, to incorporate into its protection’s
strategy the possibility of such randomness in the adversary’s
behavior. Thus, the protector has to respond by planning the pro-
tection strategy to account for the tactical decision making
approach of the adversary. So, the protector has to take such a
strategic decision making approach as a basic principle for
designing the protection strategy. A goal of our future research
is to extend our approach to more sophisticated dynamic
intrusion and protection scenarios involving the possibility of
combining attack types based on the currently achieved result of
the attack.

Appendix A. Proof of Theorem 1

Strategies (x,y) are equilibrium if and only if they are the best
response for each other, ie., ¥ =BRs(y) = argmax,25(x,y) and
¥y = BRp(x) = argminy 2§ (x,y). Then, since 2% is linear on x and con-
vex on Y, strategies (x,y) are equilibrium if and only if there are v
(the maximal coefficient of all x;) and w (a Lagrange multiplier)
such that

o (=V, x>0
Cie Vi o ’ Al
l { <V, x%=0, (A1)
, = >0
CiXiAiE*’vi}'i { w, Yy >0, (A2)
< @, yi =0.

Then, (A.1) implies v > 0. Since there is at least one i such that
x; > 0, then (A.2) yields w > 0. Also, by (A.2), if x; = 0 then y; = 0.
Then, by (1) and (A.1), there exists a k such that

Ck+] <v <Gy with Cni1 =0, (A3)
and
In (C,‘/V)//lj7 i< k,
= A4
Vi {0, i>kt1. (A4)
Summing up (A.4) we obtain that
k k In(C;/v
Y:ny: ()./ )' (A5)
i=1 i=1 1
Thus,
k k
In(v) = (Z(ln(co/x,-) - Y) / (Z(l/m) (A6)
i=1 i-1

Substituting (A.6) into (A.3) implies the switching node k is defined
by:

k . . —
In(Cie) < = IOA ZY 4.
i (1/7)

This condition is equivalent to (3) with ¢, given by (4). Thus, k = kp,
and (5) follows.

Since ¢? is linear on x, then (A.1) implies that v is the value of
the game. Thus, (A.6) yields (2) with
P =v. (A7)
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First note that, by (1), (A.1), (A.3) and (A.4), x; =0 fori > kp + 1.
To find the equilibrium strategy ¥ we have to consider sepa-
rately two cases: (a) 7P # Cy,, and (b) 7P = Cy,.
(a) Let 2P # Cy,. Then, by (A.4),

>0,
Yiy _ 0,
Then, by (A.2) and (A.4), we have that

X‘_{w/(ﬂ,ivy i < kp,
‘7o, i>kp+1.

i <kp,
l.ZkD-i-l.

Since x is a probability vector, (6) follows.
(b) Let 2P = Cy,. Then by (A.4)

{ >0, i<kp-—1,

Y\ =0, i3> k.

For x we still have x; >0 for i <kp — 1, and we also have that
Xy, = 0. Then, since v = C,, by (A.2) and (A.4), we have that

®/(%Cyy), i<kp -1,

Xi= 4 Xk, i=kp, (A.8)
0, i>kp+1,

for any

0 < ka < w/(lkDCkD) (A9)

Since x is a probability vector, x;, = 1 — ijl’]x;. Then, by (A.8), the

inequalities (A.9) are equivalent to

kp kp—1
Ck,;/(Z(Uii)) JORS CI<D/<Z(]/;Li)>a
i=1 i=1

and (7) follows.

Appendix B. Proof of Theorem 3

By (10), if a;C < ay;, then strategy X° dominates strategy X%,
and if a;,C > ay, then strategy x* dominates strategy X° for the
adversary, and (a) and (b) follow. For (c), by (10), there are no
saddle points in pure strategies. Thus, there is the unique mixed
equilibrium (for 2 x 2 zero sum game it is an equalizing one),
and the result follows.

Appendix C. Proof of Lemma 1

2P - . . .
(ff?"))c is an increasing function from zero for y | 0

to infinity for y 1 1, and the result follows.

It is clear that

Appendix D. Proof of Lemma 2

(a) Since , is increasing from O for t = 1 to infinity fort = N + 1
and C; is decreasing from C; > 0 for t =1 to O for t = N + 1, there
exists a unique t such that

YCe
(1-y)C

>y, (D.1)

and

YCer1
(l — ,V)C < l/,[+1'

(D.2)

For such t one of the following inequalities must hold:either

YCe
(1-yC

<Y (D-3)

or
yC
—(1 /_ ;)C > Y-

Then, (D.1) and (D.3) imply (18). Also, (D.2) and (D.4) yield (19)
with t, = ¢.
(b) Recall that by definition of k, we have that

k

D 1 yC; )
—In|{= =Y

Zﬂj (UD(V)

=

(D.4)

and
7Cip1 < 2°(y) < YCiy- (D.6)
Then, by (17) and (D.6),

PCipi1 _ YP°(Y)
- pC ~(T_pC Vot

So, only the following two subcases can hold:

DD(V) VCI(D
-y~ Vet STy

(D.7)

VCI(DH
(T-7)C "
and

(D.8)

VCkDJrl
<
(1-7)C
If (D.8) holds, then, by (19), kp = t,. Meanwhile, since y; is increas-
ing, by (18), (D.9) implies that t, < kp.

DD(V) 7Ciy
(T=C STy < Vhoer

(D.9)

(c) follows from (b).
(d) follows from (19) with ¢, = kp.

Appendix E. Proof of Theorem 4

(a) and (b) are obvious.

(c) For a fixed y € (0,1), (®P(7), 8% (7)), ¥(y)) is an equilibrium if
and only if there are v°, vk (the maximal coefficients of all x; in
maximal damage and reconnaissance components of the adver-
sary’s payoff) and w (a Lagrange multiplier) such that the following
relations hold:

=P, XP>0
Cie i M ’ E1
e { < xP =0, ED)

oy ] = VR, XR > O,
(1-7)Ce y{ o X;_Q o (E2)
and
WwC;ixP 1 R p—AiYi = w, YI>07
</C1x, +(1 - );,,e { co yo (E.3)

To find an equilibrium we consider separately two subcases that
can arise:

(A) There exists an i such that y; = 0, (E.4)
(B) y; > 0 for all i. (E.5)

(A) Let (E.4) hold. We will find a necessary and sufficient condi-
tion for existence of such an equilibrium strategy of the adversary.
First note that (E.2) yields

>0, y,=0,
R v Jj ,
X; { —0, y,>0, (E.6)
and, (E.1) and (E.3) imply
o] >0, ¥ >0,
X; {_ 0, y—0. (E.7)
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Thus, (E.1) and (E.3), following the proof of Theorem 1, imply that

X)) =% y@) =y (E.8)
and
PChpe1 < VP < YCiy, (E.9)

where VP equals to 2P from (2) with substitution of C; by yC;. Thus,
v = 7P(y) given by (15). By (E.1), (E.3) and (E.8) we have that

_ m E.10
>0 (1/4) (=10

Also, by (E.1), (E.3), (E.8) and (E.10), % has to be any probability vec-
tor such that

xR =0fori< kp (E11)
and
< i e e zk,f W

! (E.12)

=D
- ZaV)) 1/% for i > kp.

(=11 Y, 1 (1/49)
Such a probability vector &R exists if and only if (14) holds. In par-
ticular, ¥ is given by (25) is a probability vector, and (c;) follows.
(B) Let (E.5) hold. We will find necessary and sufficient condi-
tions for such an equilibrium strategy, y, to exist. First note that,

by (1), there exists at most one t such that xf > 0 and x? > 0, since
if such a t exists, then (E.1) and (E.2) yield that

o -5 (E13)
Also, (E.1) and (E.2) imply that

%/%ﬁx S 0,x=0 (E.14)
and

%gz—i if xP = 0,xF > 0. (E.15)

Thus, for equilibrium strategies x° and x* the following conditions
have to hold:

>0, i<t 0, i<t-1,
xP » ISt and xf T ’ E.16
‘{:O, i>t {>o, ist-1 (E-16)
or

>0, i<t 0, i<t
x‘.) ’ dX ’ o E17
’{:O, l>t {>0, i>t ( )

We consider separately these two cases: (B;) (E.16) holds, and (B;;)
(E.17) holds.

(B;) Let (E.16) hold. Then by (E.1), (E.2) and (E.3) and the fact
that x° and x® are probability vectors we have that

/(P k),

X = 1*21:(60/(”;'))7 i=t
j=1

j=

i<t-1,

, i>t+1,
. (E18)
i<t-1,
N
E={1-3 (o/Ry), i=t
Jj=t+1
/W), izt+1

and
) In(yGi/vP) /4,
Tl In (1 = p)C/VRY +1.
Also, by (E.1) and (E.18) we have that
D < yC.. (E.20)
Substituting (E.18) and (E.19) for i = t into (E.3) implies that
_ VD + VR
Y (1/4)
Using (E.13) and (E.19) we can find that
_ 143G/ =9)0) 4
Y (1/%)
_ 1+ A =-9G0C) p
Y (1/4)

For positive VP, vk, and o, the vectors x° and x® given by (E.18) are
probability vectors if and only if

i<t
' E.19
i>t (E19)

(E.21)

(E.22)

By (E.22), the last two inequalities are equivalent to (18) Thus,
t =t,.By Lemma 2, t, < kp, and it follows that condition (28) of case
(cj) holds.

Substituting (E.13) into (E.19) and summing up these y; imply
that for the equilibrium y the following condition has to hold:

SLEN Ci 1-9y)C
zl:ﬂ (a)zj 1(1/%) <1jL 7Ce, ))

N \c i (E.23)
(4 b ) -v.
Z (wzj i U+ )
The left-side of Eqn. (E.23) is defined for w € (0, (yC;, + (1 —7)C)/

ZjN:I (1/4)] and it is decreasing in w from infinity for @ | 0 to ?y,

(G, +(1 —y)C)/Ef’:l(l/ij) with ¢, given by (3). Since
t, < kp,y is a positive vector, and (c;) follows.
(Bj;) Let (E.17) hold. Then, by (E.14) and (E.15), we have that

for w =

YCes1 f 7Ce
-5 W {T-ycC (E.24)

Also, (E.1), (E.2) and the fact that ¥ and xR are probability vectors
imply that

0] ;
xl_)_{/'ivn> l<t7
1 .

0, i>t
) (E.25)
X 0, i<t,
Xt = .
! /%, i>t
with
w1 YR 1
—=Y —~and —= Y — (E.26)
w ;)vi w 2 Hl;l

Substituting (E.26) into (E.24) implies that t is given by the
condition

PCen _ X (/%) G

. E.27
(=7 "y (1)~ T-9C (E27
Since %ﬁ* Vi1, (E27) is equivalent to (19). Thus, t=t,.

Moreover, by Lemma 2,t, = kp, and condition (33) of case (cj;)
holds.
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The strategy y has to be given by (E.19). Substituting (E.26) into
(E.19) yields that w has to satisfy the following equation:

ty )
Rty (-
i @4 (1/%)

N
L (_t=ne
O e, 1 (1/4)

(E.28)
+

it i
i=ty+1

N N
Sy a1/

The last equation has a root w € <0, =

) if and only if the

following condition holds:

t,
1 yC,
—In|———~72—| <Y.
,;ii (1 =G, 14
Since t, = kp, by (17), this inequality holds, and (c;;) follows.
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